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Who We Are

Pitt Digital provides resources at the University at the University

for students, faculty, and staff:

» Technology Support

- Computer Accounts

* Email

 Software

Network Access

* Information Security

» Telecommunications Services
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Where to Find Us

Information Technology Services Portal:
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https://services.pitt.edu/

Where to Find Us

Pitt Digital Technology Website:

Information for: Studenis Faculty Staft

R Bt Information Technology

e HELP DESK SECURITY SERVICES SOFTWARE TRAINING ABOUT US

L

Remote IT Resources

Find I resources that enable you to leam, teach, and work when you can’t get to campus.

LEARN MORE
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https://technology.pitt.edu/

Getting Started for New Faculty and Staff

IT Resources for Pitt Staff:

» Get Help

* IT Training

* Connect

* University Computing Account
* IT Resources

* Productivity Tools

 IT Security

» Check Service Status
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https://technology.pitt.edu/newstaff

Your University Computing Account

- Should already be activated prior to orientation

» Work with your RC Admin or hiring manager to receive your login
information

- Contact the Help Desk if you are locked out 412-624-HELP [4357]
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Getting Started with Single
Sign-On and Pitt Passport:

Pitt Passport

Username

Pitt Passport is the University’s single sign-on
service, where logging in once grants you access to a

variety of web-based services such as:

My Pitt

the Learning Management System (Canvas)
the Student Information System (PeopleSoft)
Pitt Worx

PRISM

Talent Center

and many others
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https://www.technology.pitt.edu/pittpassport

Multi-factor Authentication

Setting Up Multifactor
Authentication with Duo:

* Install the app prior to login

- Do not accept a push
I‘loti]’icatlon if you did not try to
og in

- Call the Help Desk if you get
o locked out to get a temporary
& Pitt Digital pass code

Duo Multifactor Authentication

First Time User
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https://pitt.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=a3b88201-95ad-4c2e-a4c3-b18400f4da2f
https://technology.pitt.edu/multifactor
https://support.apple.com/en-us/102590
https://support.google.com/googleplay/answer/113409?hl=en-GB

Your Pitt Emall Address

Email Preferences Web Page:

* Pitt allows you to customize
the level of filters to remove
spam and viruses

 Can be personalized by

adding an email alias ‘)-

» Should NOT be forwarded to
another location

Pe--w&na@e your My Pitt Email address!
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https://accounts.pitt.edu/EmailPreferences/

Services and Software Titles

Service/Software Title Link

A Software Downloads

A
guml /0+ titles for engineering, math, statistics,
BN e

Microsoft 365
Cloud-based Word, Excel, PowerPoint, ®
and more

My.pitt.edu
llePitt Your launching point for finding online
resources at Pitt
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https://software.pitt.edu/
https://pi.tt/office365
https://pi.tt/mypitt

Services and Software Titles (cont.)

Service/Software Title Link

Microsoft OneDrive
Get 5 TB of cloud storage for your files
as large as 15GB
LinkedIn Learning
23,000+ on-demand business, design, and °
tech courses
®

Drop-in Support Desk
@ Get hands-on help with your devices at
[ Yl tWO lOCations
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https://pi.tt/onedrive
https://pi.tt/linkedin
https://pi.tt/dropinsupport

Network Access

When on campus...

PittNet provides fast, secure, and easy-to-use
internet access from regional campus
residence halls and academic buildings
across campuses. When on campus,
WIRELESS-PITTNET is the Wi-Fi network
available using your University credentials.

Connecting to:

When off campus...

The University of Pittsburgh is a member of
Eduroam, a fast, reliable, and secure global
Wi-Fi network developed for the research and
education community. Pitt students, faculty,
and staff can connect to the internet via
Eduroam while visiting thousands of
participating universities and research
facilities in more than 100 territories around
the globe.

Eduroam Global Wi-Fi Network
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https://www.technology.pitt.edu/pittnet
https://www.technology.pitt.edu/eduroam

GlobalProtect Virtual Private Network (VPN)
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The GlobalProtect VPN helps safeguard Pitt |
resources:

- Access restricted resources: Securely access a private
network and share data remotely through public '
networks.

* Privacy protection: Use for added safety and
confidentiality for public and private network connections.

: L . o Connected
* Improved security: Assist with ensuring University
network security while connected on and off campus. PITT-GATEWAY-..

Best Available Gateway

Getting, Setting Up, and Connecting With PittNet VPN (GlobalProtect):
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https://www.technology.pitt.edu/global-protect

Technical Training

Faculty & Staff Development Program

- Enhance the professional and
personal development of Pitt

EMPOWER YOUR FUTURE JEREINEUCEED

Advance Your Opportunities - Workshops are offered in the
fall and spring terms of each
academic year

e U 25 M9 - Offerings include Microsoft
crorzssious | Leoemsnt | weswrwvy | reomovoor | oicovnser | Office, DocuSign, Qualtrics,
and many more!
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https://hr.pitt.edu/fsdp

Cybersecurity Training

KnowBe4

e ° * Security awareness
training will help you better
understand the cyber .
- threats facing thé University
community and prepare you
= e to identify those threats and
e protect yourself, your
colleagues, and the
University of Pittsburgh
from cyberattacks.

oae
000

& Pitt Digital


https://pi.tt/securitytraining

Information Security and Privacy

Security Privacy

. mpl | ign rity Awareness Trainin
Complete all assigned Security Awareness Training » The sharing of passwords and/or use of any University

Computing Account is prohibited. You are responsible for all
- Review Pitt Digital and University polices related to activity performed using your University Computing Account.

technology use at * University owned computing equipment, networks, services
and resources, including electronic mail, are provided for the

. : ; : urpose of conducting University-related activities and are
Review available Security resources at TR A AR ?Jnlversny Y roperty

. . * The University, as owner of such property, has the right to
* Remote Work Security Requirements access inforrr¥qtion on the system stored, created orgre_ceived
by employees, including electronic mail messages, as it
deems necessary and appropriate

* Mobile Device « As such, employees should not expect individual privacy in
the system

- See Pitt Digital's Acceptable Computing Access and Use
*  Vendor Assessments policy for more information:
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https://pi.tt/securitytraining
https://technology.pitt.edu/help-desk/how-to-documents/university-policies-related-technology
https://technology.pitt.edu/help-desk/how-to-documents/university-policies-related-technology
https://technology.pitt.edu/security
https://www.technology.pitt.edu/security/workstation-security-standards-remote-work
https://www.technology.pitt.edu/security/workstation-security-standards-remote-work
https://services.pitt.edu/TDClient/33/Portal/KB/ArticleDet?ID=45
https://services.pitt.edu/TDClient/33/Portal/KB/ArticleDet?ID=45
https://www.technology.pitt.edu/vendor-security-risk-assessment-operating-standard
https://www.technology.pitt.edu/vendor-security-risk-assessment-operating-standard
https://technology.pitt.edu/security/acceptable-computing-access-and-use
https://technology.pitt.edu/security/acceptable-computing-access-and-use

Responsible Computing

Do © Don't Q

- Use Anti-virus and device encryption . Leave your computer logged in and

- Configure your device to automatically unlocked
update the Operating System and

applications  Accept or use unknown USB sticks or other

removable media
 Use only trusted Wi-Fi networks and use
Pitts Virtual Private Network (VPN)

- Use Pitt devices for University-related
activities only - Disable security controls

- Share your password... or your device

» Leave devices unattended

 Synchronize your device to non-University
approved storage locations such as iCloud

* Install unapproved software
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Recognize a Phish

* Suspicious sender's email address

« Generic Greetings, like “Dear Customer”

« Typos, grammatical errors, or transposed letters
« Urgent or Threatening Language

* Suspicious Links or Attachments

« URL doesn't match the legitimate organization

* Suspicious attachments

« Too Good to Be True

« Requesting sensitive information via email
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Report a Phish

Don’t Take The Bait

Pitt Technology Support - Service Request Created (Account Admin - Compromised...) - Message (HTML)

File Message Help ¢ Tell me what you want to do
m ~ 3 8- ‘ S € > | P shareto Teams | & ‘ |’—\J Phish Alert Report | & Viva Insights i Report Message ~
=
@ Junk

Pitt Technology Support - Service Request Created (Account Admin - Compromised...) > prc
l ishing

. . 5 Repl & R
o notify@teamdynamixapp.com ® J Ry 2™ = NotJunk o

To Heitke, Anne

024 9:02 AM
£ Options...

@ Hep
Ticket 85349 Created

Compromised Accts API created this service request on Thu 4/11/24 10:01 AM Eastern Daylight Time.

Service Request Details
Ticket 85349

[+]

* Report within your
Outlook application

 Forward the email as an
attachment

to phish@pitt.edu
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mailto:phish@pitt.edu
https://technology.pitt.edu/phishing

Service Status

Subscribe to Service Status updates:

) Opt-in to receive email Or teXt Intermittent Vendor Issue Affecting Access to Some GlobalProtect
messages about the systems status of S

Monitoring - Pitt Digital has worked with the vender to mitigate the issue and restore full service. We are closely

L] L] L] L]
P I't't D I I't a I S e rV I C e monitoring service to ensure continued reliability and stability. If you continue to experience issues, please report
them to the Technology Help Desk at +1-412-624-HELP (4357).

. Investigating - Pitt Digital is aware of individuals having intermittent connectivity access issues to University
[ ] Re C e I Ve a V a n C e a e rt S O r S C e u e resources through GlobalProtect, including University Data Center resources.

We are working with the vendor to determine the cause and resolution. Updates will be posted to status.pitt.edu as

maintenance, reminders before the
S-t a r-t Of p I a n n e d m a i nte n a n C e Update - The temporary fix remains in place. Pitt IT continues to closely monitor service while awaiting a permanent

resolution patch from the vendor. Additienal updates will be posted to status.pitt.edu.

. . . . . . . Moenitoring - Pitt IT has worked with the vendor to implement a temporary fix to mitigate the issue and restore
- Notifications in the event of identifie
L4 If you continue to experience GlobalProtect issues, please open the GlobalProtect client, select Refresh Connection
I S S u e S O r O ut a g e S a S We a S from the GlobalProtect menu, and log back in with your Pitt credentials.
)

If this additional step still does not resolve the issue, please contact the Technology Help Desk at +1-412-624-HELP

resolutions

Investigating - Pitt Information Technology is aware of an intermittent vendor issue that is affecting the ability of
some individuals to access University resources through GlobalProtect, including some departmental file shares.
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https://status.pitt.edu/

How to Get Help

Technology Help Desk:

For Inmediate Needs: For Non-urgent matters:
» Call our Help Desk » Use the online form

* Live chat with the Help Desk » Send an email to

» Visit a Drop-In location  Search how-to articles

Desk Ticket Expert Support Team Location To Articles
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https://www.technology.pitt.edu/help
mailto:helpdesk@pitt.edu

IT Resources for Pitt Staff:

Jniversity of o - o
¥ Bimfuren  Pitt Digital

@ suPPORT HOT TOPICS SECURITY SERVICES TRAINING ABOUT
i
J
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urces forPit
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